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All questions ‘garry‘?édué‘l marks.

Answer five —questionsl (250 W()rdé‘ each), selecting one
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<" . PART-A
-Answer the'following questions : “ o1 0%2=90

(1) What is - mean by Cryptogx aphy ?
i) Deﬁne the Pubhc Key

(111) What is mean by Pseudorandom bits 2o
(1v) What is bas1c §obJectwe of Software basc(
. i’

l;" T

(v) Deﬁne the Data{Encryptlon Fo o ; 4 .

generator it

(v1) What 1s mean l’)y Vtgenere Glph&rs i
(Vll) De*"ine the At} Pntlcatlon‘ (HIY 2
(vm) What is’ Kerbe;ps ? o ; ‘ j bt
(1x) Deﬁne the D1g1‘tal mgnature

(x) What 1s a. grotbcol ?
) (' 3R\ ?
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Dlscuss the blockf Clpher and Stream Clpher
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Explaln the key management through Symmetnc key

and Pu.bhc‘ Key technlques L e TR 10-
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4. ,
‘property. : - 10
" 5.  Write short notes on;f the following :
(a) Test for measuring Randomness.
(b) Blum-Blum-Shdb  Pseudorandom bit
generator P 5,5
4 ’ UILIIT—III
N I
\6 Discuss the modes - 6f operation = of block -
Ciphers. . . ] ) LR oo 10
7. Explain RSA algorithm with examples. 10
4 UNIT-1V
8. Explain MDS and Secure hash algorithm (SHAI). 10
: 9. What is mean.b_y:,us%:r Aﬁthentication-? Discuss the
Biometric Authentication. . Ny 10
3 U’NIT-.-V | B
I : | : '
10 Dlscuss the techmques for dlstr1but1ng pubhc keys |
\and make a comparlson between them. 10
, _»BCA7303/.417/1,610, 8 | P.T.O.
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Discuss the stream CLphers based on LFSRS and its. |
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1 wisnature ? Discuss the
What is meant by Digital signature ! Dis

]1. ‘ £ 10
classification of Digital. 31gnature scheme
PART-C
12. Write short notes on the followmg |
| (a) Symmetric Key v/s Pubhc Key Cryptography
(b) Models for evaluatmg secunty. 8, 7.‘
3
13. (a) Properties of Synchronous and Self Synchromzmg
| T |
Stream Clpher » [ . |
(b) | Hardware based ; and Software based =
generator. o :; g et v i 78 ‘
14. Disguss Data errcryptmn standard algorlthm and
Knapsack encryption aléonthm A T B
15. Write short notes on 'th‘e” folloWing :
(a) Comparison between Different - message d1gest
algorithm. J ﬁ{ "
(b) Certificate based Algonthm . 10,5
:5 ,
16. Discuss the te;chniqueys fgr‘ distributing confidential
key and key managemeﬁf"; life cycle, s
| ) pf
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